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General Benefits of an

Appliance Solution
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Content Filtering on a Blue
Coat Appliance
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ProxySG Installation
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Platform Reliability
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Performance
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Model

Processor

RAM

Hard Drive
Network Interface
Power Supply
Support

Subtotal
Operating System

Support
Software Upgrades

Subtotal

Software

Support

Software Upgrades

Subtotal

Typical Content
Filtering License

Subtotal

Antivirus, Firewall, and
Intrusion Detection
Support

Software Upgrades

Subtotal

Setup Time
Subtotal

Upgrade Time
Subtotal

Grand Total

* 1 incident per year

Total Cost of Ownership Fo

Blue Coat ProxySG

Hard
800-0 ($2,995)

r 3 Years
Microsoft ISA Server

ware
Dell PowerEdge 1650 ($2,273)

1 x Celeron 850MHz

1 x Pentium Il 1.26GHz

512MB 1GB

1 x 18GB SCSI 1 x 73GB SCSI

2 x 10/100 2 x 10/100

1xAC 1xAC

* Included in OS support * 3 Year, 7 Days x 24 Hours ($399)

$2,995

$2,672

ProxySG ($3,000)

Operating System

Windows 2000 Server with 5 Client
Licenses ($799)

3 Year, 7 Days x 24 Hours ($3,300)

3 Year, 7 Days x 24 Hours ($499)

- Included in support -

Estimation based on other product
upgrade discounts ($999)

$6,300 $2,297
Content Filtering Software
- Included in OS - Microsoft Internet  Security and
Acceleration Server (Enterprise
Edition) ($5999 per/CPU)
- Included in OS - 7 Days x 24 Hours ($245 per/incident

.. $735%)

- Included in support -

Estimation based on other product
upgrade discounts ($2,000)

$0

$8,734

500 User 2 Year Site License ($9,140)

Content Filtering License

500 User 2 Year Site License ($9,140)

$9,140

$9,140

* Unnecessary *

Additional System Software

Symantec Client Security ($511)

$0

$ Variable

- Included in support -

Estimation based on other product
upgrade discounts ($300)

$0 $811
Initial Setup

2 Hour 2 Days

$120 ** $ 960 **

30 Minutes per year

Maintenance

6 Hours per year

$90 *%*

$1080 **

$18,645

$25,694

** |T Professional @ $60/hr
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Platform/Device Deploying Content Filtering

Management on the ProxySG
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Table 1
Vendor

SmartFilter

SurfControl

Websense

Categories Downloads Lookups Category Database
Lists Size
30 -Updated -Depends -Standard, | -Standard:
Daily, on mostly host | 50 MB
Incremental | host/domain | names -Premier:
100K & possibly | - 90 MB
path
-SmartFilter
download -Can
site require
reverse
DNS
41 -Update -Depends -Single list | -75 MB
Weekly, on
no hostname
incremental | or address
-Blue Coat | -No DNS,
download ever
site
99 -Updated -IP -Premium | 50 MB
(variable) | daily, (requires Group I, Il | (zipped)
DNS) (includes 120 MB
- advertising, | (unzipped)
Incremental | -URL peer-to-
download scheme peer)
not (may
currently require -Premium
supported DNS) Group 1l
(included
-Websense | -Path malicious
download and
site -User spyware
license categories
(some
categories
suppressed
if not
purchased)
-Regular

Expressions
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Layering Additional Conclusion
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Table 2

3" party vendor on a Content Filtering on
Criteria Blue Coat Appliance Proxy Sever Platform
Installation 10 Minutes 5+ hours
Power up - Hardware
hardware Preparation
Configure Four IP OS install
parameters Service pack install
Download Proxy server install
SmartFilter SmartFilter
Database database +
Configure Web administrative
filtering policies components
Configure Web

Reliability

Performance

Management

Blue Coat White Paper

filtering policies

Few Components

Fast, dedicated
hardware
Optimized
operating system
Limited updates

Many Components
- Reliable hardware?
Complex multi-
purpose OS
Frequent patches
Future licensing
concerns

Documented Speed

Tolly Group report

Slower Performance
Tolly Group report
Other independent

software included
Simple licensing
Simple annual
maintenance
Fast ROI

reports
Slmple Pricing Model Complex Pricing model
Hardware + - Multiple

components from
multiple vendors all
priced separately
Support all priced
separately

ROI difficult to
determine

Single Graphical
Management Interface

Browser enabled

Separate management
software for server,
SmartFilter, reporting, and
monitoring




' The Tolly Group, 800 Series Security Appliance Proxy Cache Competitive
_ Benchmark, page 4, August 2002

" The Tolly Group, 800 Series Security Appliance Proxy Cache Competitive
_ Benchmark, page 3, August 2002

" The Tolly Group, 800 Series Security Appliance Proxy Cache Competitive
Benchmark, page 6, August 2002

" Network World, September 9, 2002, “Blue Coat ProxySG*, David Newman
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