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“Enterprises that implement a
vulnerability management
process will experience 90
percent fewer successful

attacks ....”
- Gartner, Predictions for IT Security
Directors in 2004

The Need for Vulnerability Assessment &
Remediation: What My CIO Needs to Know

While it's no secret that identifying and correcting network security
holes is critical to protecting any business from harmful attacks, the
process of vulnerability assessment and remediation often gets
overlooked as a critical component of sound security practices.
Because it is an ongoing process, many companies avoid proper
vulnerability auditing until disaster strikes and they are forced to react.
Even then, some businesses fail to learn the lesson of proactive
vulnerability assessment and remediation. The following are some
common misconceptions about vulnerability assessment and its role in
properly secure computing environments:

Myth: We're protected since we already have a firewall and
an Intrusion Detection System.

Reality: Despite all the attention that firewalls, anti-virus applications
and Intrusion Detection System (IDS) receive, security vulnerabilities
still plague organizations. The implementation of these tools often lead
administrators into believing that their networks are safe from
intruders. Unfortunately, this is not the case. In today’s complex threat
environment of malware, spyware, disgruntled employees and
aggressive international hackers, developing and enforcing a strict
and regular network security policy that incorporates on-going
vulnerability assessment is critical to maintaining business continuity.

Firewalls and IDS are independent layers of security. Firewalls merely
examine network packets to determine whether or not to forward them
on to their end destination. Firewalls screen data based on domain
names or IP addresses and can screen for low-level attacks. They are
not designed to protect networks from vulnerabilities and improper
system configurations. Nor can they protect from malicious internal
activity or rogue assets inside the firewall.

Similarly, an IDS inspects all inbound and outbound network activity
and identifies suspicious patterns. IDS can be either passive or
reactive in design, but either way they rely on signature files of known
attacks to prevent intrusion. Most sophisticated attacks can easily trick
IDS and penetrate networks. Likewise, an IDS will not protect against
vulnerabilities that may be exploited by remotely executed code.

A vulnerability assessment system, on the other hand, will look at the
network and pinpoint the weaknesses that need to be fixed/patched —
before they ever get breached. With over 80 new vulnerabilities
announced each week, a company’s network is only as secure as its
latest vulnerability assessment. An ongoing vulnerability assessment
process, in combination with proper remediation, will help ensure that
the network is fortified to withstand the latest attacks.
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Myth: Our company isn’t a target for attack.

Reality: If you look at recent history you will see that not all attacks
are targeted. Code Red, Blaster, Sasser, Bagel, etc. attacked
enterprises and systems at random, based on specific vulnerabilities.
On the other hand, it is not just large enterprises that need to be
concerned about targeted attacks. Any organization can become the
target of a disgruntled employee, customer or contractor. So, it is
important to move beyond the “it can’t happen to me” feeling of
security and look at the hard facts.

The Computer Security Institute (CSI) reported that 90% of survey
respondents detected computer security breaches within the last
twelve months. Eighty percent of these companies acknowledge
significant, measurable financial loss as a result of these breaches.
For the fifth year in a row, more respondents (74%) cited their Internet
connection as a more frequent point of attack. One third cited their
internal systems.

Sometimes the attacks are quite targeted, whereas other times the
random nature of worms and viruses can be equally harmful. For
example, Code Red indiscriminately infected over 250,000 Web
servers in its first 9 hours and caused over $2.6 billion in reported
damage.

Additionally, “targeted” attacks occur in a variety of ways and are not
necessarily the result of uninterested parties. Intrusions can originate
from inside or outside of a network as a result of weaknesses being
exploited. Contractors, disgruntled employees, vendors, etc. all can
take advantage of network vulnerabilities to violate security policy.

Though alarming, there is an ironic bright side. CERT/CC (the
federally funded research and development center operated by
Carnegie Mellon University) reports that nearly 99% of all intrusions
resulted from exploitation of known vulnerabilities or configuration
errors. Essentially, malicious intrusions are avoidable if companies
adopt a strong security policy and adhere to regular, on-going
vulnerability assessments and proactive remediations.

Myth: We already have a remediation system and process
in place, vulnerability assessment seems like a duplication
of effort.

Reality: Vulnerability assessment takes a wide-range of network
issues into consideration and identifies weaknesses that need
correction, including mis-configurations and policy non-compliance
vulnerabilities that a patch management system alone cannot
address. It provides a comprehensive picture of all systems, services
and devices that can breach a network, as well as a complete,
prioritized list of vulnerabilities that need to be addressed.
Remediation is the follow-up stage after vulnerabilities have been
accurately identified. The two work hand-in-hand and form a
complimentary process.
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While there are automated remediation systems that can provide
some low-level identification of outdated files, vulnerability
assessment is far more comprehensive. Vulnerability assessment
solutions test systems and services such as NetBIOS, HTTP, CGI and
WinCGl, FTP, DNS, DoS vulnerabilities, POP3, SMTP, LDAP,
TCP/IP, UDP, Registry, Services, Users and Accounts, password
vulnerabilities, publishing extensions, detection and audit wireless
networks, and much more.

Additionally, a vulnerability assessment solution can quickly perform
custom audits for more than just vulnerabilities. For example, users
seeking to identify rogue services or banned applications can quickly
run a scan of the entire network and identify offenders. These
otherwise unknown systems can be unsecured portals into a network
and thwart all of an enterprise’s security efforts. Customized audits
can also check legacy (or custom) software for issues.

Quite simply, comprehensive assessment and risk identification is
step one in the vulnerability management workflow. Remediation is
the second step. Using only remediation as a shortcut in the overall
security process leaves a network vulnerable to attack.

Myth: Our IT folks can stay on top of vulnerabilities and
patch systems as needed. We even have a homegrown
system that works pretty well.

Reality: While theoretically, it is possible for an IT team to handle

New Vulnerabilities remediation manually, it is not very realistic to expect the audits to be
Detected thorough or timely. Even if a dedicated internal team worked around
10000 the clock, it would not be enough manpower to meet the challenge. A
8000 vulnerability perfect storm - a rapidly growing number of vulnerabilities
meeting a dramatically shrinking time to remediate - is overwhelming
6000 security management efforts.
4000
2000 CERT/CC reports that computer security vulnerabilities have grown
0 exponentially — with annual unique vulnerability averages going from
'95-'99  '00-'01  '02-'03 500 ("95-'99), to over a thousand (2000-01), to over 4000 ('02-'03) in
no time. But it is not just the number of attacks that is daunting, it is
also the speed at which they are coming — dozens per week and
growing.
Enterprises trying to utilize a homegrown system quickly learn that
Days Elapsed Between understanding vulnerabilities and devising software to accurately
Patch and Exploit identify them is a major undertaking. All too soon they realize that the
350 only way to effectively combat the growing number of weaknesses
300 inherent in network operating systems and applications is to utilize a
250 comprehensive scanning engine that is supported by proactive,
200

T80 dedicated vulnerability research.

100

50 Homegrown systems and immature scanning engines that have not

been thoroughly proven in the field often create an unwarranted sense
Nimda sQL Blaster  Sasser of security with false-negative reports. Typically, these tend to be
Stammer signature-based scanners built on limited or outdated research and

lacking the auto-update functionality to ensure that the latest
vulnerabilities are identified and addressed in a timely fashion. Since
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they are unable to detect a vast amount of the newer vulnerabilities,
they produce inaccurate, negative vulnerability reports.

To reduce the potential for false negative reports, it is imperative that
the vulnerability assessment solution:

be based on a proven, regularly updated scanning engine
be supported by a company dedicated to vulnerability research

can overcome false-negatives by utilizing advanced technology to
detect weaknesses beyond those covered in the signature file

Myth: Vulnerability assessments produce too much info —
we have too many subnets and machines in our enterprise
to coordinate all of this.

Reality: Trying to use freeware or limited network security scanners in
an enterprise setting can cause an overload of decentralized data.
Enterprise-level solutions can deliver tremendous timesavings and
dramatically improve network security. When selecting a vulnerability
assessment solution for an enterprise, it needs to be able to handle
the workload and be technically designed for such a purpose.

eEye’s Retina Enterprise Suite, for example, uses the industry’s top-
rated scanning engine (Retina Network Security Scanner) and
integrates that technology with a robust set of enterprise-specific
management tools to centrally capture and manage the assessment,
prioritization, workflow and remediation of network vulnerabilities.
Without compromising bandwidth or network resources, enterprise-
level solutions scan, consolidate and centrally manage accurate
information in order to simplify and streamline the remediation
process.

Myth: Vulnerability assessment technology is too
expensive.

Reality: The cost of not implementing vulnerability assessment and
remediation is far more expensive. Just as with insurance, building
alarms and data backup systems, vulnerability assessment solutions
should be considered a standard element in ensuring business
continuity and mitigating potential business disasters.

In terms of alternative security methods, the return on investment for a
network security scanner is significant. Hiring a team of dedicated
security specialists, for example, to continually research and monitor
network vulnerabilities and prevent attacks is not financially feasible.
The time required to identify and fix vulnerabilities across the
enterprise without the assistance of a vulnerability assessment
solution is significant. It's not uncommon for internal systems to
overlook a vulnerability that is later exploited and causes significant
damage to the network, productivity loss, and/or data theft. That
concern alone can be the most compelling reason to invest in
protection afforded by proactive vulnerability assessment technology.
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99% of all attacks come
from known vulnerabilities

and are preventable.

CERT® Coordination
Center (CERT/CC)
Carnegie Mellon Software
Engineering Institute

Myth: Protecting against vulnerabilities is an impossible
undertaking —we're never going to stay ahead of
attackers.

Reality: The true benefit of vulnerability assessment is that it is a
powerful proactive process for securing an enterprise network. With
vulnerability assessment solutions potential security holes are fixed
before they become problematic, allowing companies to fend off
attacks before they occur.

The simple truth of the matter is that virtually all attacks come from
already known vulnerabilities. CERT/CC (the federally funded
research and development center operated by Carnegie Mellon
University) reports that nearly 99% of all intrusions resulted from
exploitation of known vulnerabilities or configuration errors. With that
in mind, it is important to evaluate a vulnerability assessment vendor’s
research team and commitment to providing database updates. eEye
Digital Security sets the standard with automated daily updates and
audits for newly discovered vulnerabilities being available in less than
six (6) hours.

With a strong solution and knowledge base, the key to vulnerability
management then becomes managing the windows of vulnerability -
the timeline before known vulnerabilities are exploited. These windows
vary depending on who finds the vulnerability first (i.e. a respected
research organization/vendor or a malicious hacker). It also depends
on whether or not automated tools are created to take advantage of
the vulnerability — leading to the rapid creation of a worm.

To highlight this “proactive” timeframe and the negative impact failure
to act can have on a network, one needs to look no further than the
chronology of Code Red, illustrated below:
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Detecting the vulnerability on enterprise servers and implementing the
Microsoft issued patch based on eEye’s research could have
prevented infection by Code Red. A commercially available scanner
would have alerted the administrator of the IIS ISAPI issue and
recommended immediate patching. The patch was available nearly a
month prior to the spread of the Code Red worm. Enterprises that
tried to implement homegrown vulnerability scanners - especially
those that did not update their signature-based engines - were under
the false impression that they were protected. At its peak Code Red
propagated at a rate of 120,000 newly infected Web servers per hour.

Enterprises using Retina Security Scanner, as an example, were able
to detect the IS ISAPI vulnerability before any other scanning engine,
thus proactively alerting enterprise IT administrators of the issue well
in advance of Code Red. Retina does not rely solely on a database of
signatures. It does, however, utilize a comprehensive database that is
updated almost daily based on detection of new vulnerabilities. For
Code Red and other eEye-discovered vulnerabilities, Retina users had
an audit available within two hours of the discovery.

Code Red should have been a valuable lesson learned about the
benefits of vulnerability assessment and proactive remediation.
Unfortunately even today, Network World reports that nearly 75% of
all Websites remain unpatched and exposed should an Apache exploit
begin to propagate.

Myth: We have too many customized applications in our
environment; vulnerability assessment solutions are
ineffective at detecting issues in our legacy applications.

Reality: It's true that the majority of intruders focus on the
vulnerabilities in mainstream applications to gain entry into a network.
More advanced attackers, however, will focus on lesser-known
applications (i.e. custom applications and outdated programs still
being used within an organization) as a way to gain entry.

For environments running custom applications it is important to select
a scanner that can accommodate custom scans and is not reliant only
on a single signature-file of known attacks. Not all scanners can
accommodate this. Only advanced scanners like eEye’s Retina
Network Security Scanner can work within custom environments.

Myth: It will take too long to implement and train our
personnel to utilize a vulnerability assessment solution.

Reality: The time it will take for an IT team to repair and an enterprise
to recover from a vulnerability exploitation will have far greater impact
on its business than the short amount of time it will take to get the
enterprise up to speed on a vulnerability assessment solution.
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Sophisticated scanners, such as Retina, are built for ease of
installation and operation and feature intuitive user interface and
wizards to speed the learning curve. After all, no solution can be
effective if no one uses it. Well-designed scanners do not require
advanced security knowledge to install and can be implemented in
minutes for even small organizations.

The more advanced scanners automatically handle the detailed
network evaluation and clearly identify issues and solutions to resolve
exposed vulnerabilities. Some, like Retina, have automatic
remediation capabilities built-in, allowing mis-configurations and
improper settings to be resolved with a single mouse-click.

The Bottom Line

Today® network environments are dynamic, requiring a multitude of
defense measures to effectively prevent attacks and efficiently
mitigate vulnerabilities across the entire enterprise. Organizations
must not only be aware of threats, but also the impact of those threats
on their infrastructure. Security administrators require a solution that
can put them in a position to rapidly and effectively respond.

Vulnerability assessment solutions, like Retina and Retina Enterprise
Suite provide the constant monitoring and evaluation of security
events to help security and IT personnel stay ahead of the attacks and
ensure ongoing business continuity.

To learn more about Retina Network Security Scanner, Retina
Enterprise Suite and the entire eEye line of security solutions, or to
download a free trial of an eEye product, please visit the eEye
Website at: www.eEye.com.



