Documents 1Box™

Connect | Protect| Forget

An Easy-to-Use Secured Document Publishing Solution
for Sharing of Sensitive Information

= What does it cost you if your competitors get to your
most confidential information?

= Do you often need to share confidential information with
colleagues, partners and/or suppliers?

= Are you confident that your distributors are not sharing your
price list with others?

= Do you trust your manufacturers not to share your design
documents?

= How do you protect your critical information from
hostile employees?

= Do you have to comply with labor laws and maintain
personnel files in a safe location with limited authorized
access?

= Do you need an affordable, easy-to-use secured document
publishing solution that seamlessly integrates into your
network?

If you answer 'Yes' to any of these or similar questions, you
need our Documents 1Box™.

Documents 1Box™

Provides

= Secured Publishing of Documents

= Controlled Sharing of Documents

= The Best Value for Money

= Easy-to-Use Operation

= Seamless Integration with Your Existing Networks

Enables

= Protection against unauthorized copying, viewing, printing,
modifying, or even screen-capturing of confidential documents

= New Revenue Streams
= Additional Business Opportunities
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How Documents 1Box™ Maintains Tight Control over
Your Confidential Documents

Documents 1Box™ enables businesses to maintain full control and
management of publishing and sharing of documents over their IP
network. Organizations can determine and enforce corporate policies
as to who may view, modify and print documents by configuring the
system according to company policies. Each authorized user receives
an account which can be defined by listing username, password as
well as the directories they are allowed to read and to which they
may publish documents, if at all.

Documents TBox™ serves as a repository for secured documents
where users can download the authorized document in encrypted
format. Authorized publishers with permissions easily navigate directly
to the desired folder and upload the documents. Documents can be
uploaded from any location whether on the corporate LAN or
remotely. Once uploaded, the publisher can provide a document
description and determine document rights.

The authorized user can view and/or modify the document per the
access rights using Finjan's Vital Security™ for Documents client
component, which decrypts the document and enforces user rights.
The client component is activated by a single use installation key
containing the user specific rights and user identification.

Capabilities based

on permissions granted:
o \View

o Edit

e Print

Retrieve

Authorized User with Vital Security™
for Documents client component

= Documents 1Box™ Functionality
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Product Overview

Documents TBox™, specially designed for small and medium-sized
businesses, is a unique solution providing a secure method for
sharing and publishing documents within a company and/or to
external users. The solution eliminates the risk that information will
reach unauthorized parties. Documents 1Box™ supports up to
250 users.

Seamless and Simple Integration into Existing Networks
Documents 1Box™ integrates seamlessly on the corporate network
with no need for any change. Simply connect the Documents 1Box™
into your corporate network and you are ready to go!

Simple to Use

Documents 1Box™ requires no learning curve. The solution
contains Web-based management which can be accessed from
anywhere on the corporate network or using remote access via a
Web browser. Once you access the Documents TBox™ , simply
browse the directories using an intuitive graphical user interface
(GUI). Within the repository, documents are presented using familiar
tools such as Microsoft® Internet Explorer or Adobe® Acrobat®.
Additionally, permissions and restrictions implemented using
Documents TBox™ are transparent to the user unless attempting
to perform an unauthorized action.

User Access Rights Mechanism

Documents TBox™ includes enhanced user rights management to
enforce security policies. A manager can define user rights which
can consist of viewing, editing, saving, forwarding, copying/pasting,
screen-capturing, modifying or any combination.

Reliable Printing and Watermarking

Documents TBox™ provides the publisher of the document full
control over printing authorization by indicating whether or not
there is permission to print. Even when printing is allowed, the
documents are printed by pre-designated secure printers. The
documents printed contain a visible watermark denoting the username,
IP address and date/time of printing in order to track hard copies of
the document. Since the Documents 1Box™ solution prints directly
to the printer without having the data stream pass through the user's
computer, printed documents cannot be captured by users redirecting
their printer output to a file.

Secures Revenues and Increases New Business Opportunities
Documents TBox™ secures revenues by protecting confidential
information from reaching competitors transferred by either employees
or individuals external to the organization. Organizations can feel
confident that their financial or strategic information can be accurately
tracked and protected. Documents 1Box™ ensures that e-business
documents are distributed to authorized customers only. For
example, organizations that perform market studies and provide
them electronically to customers can be certain that their documents
will not be transferred to an unauthorized party who may be

a potential customer or competitor.

For Additional Information
For more information, please visit www.finjan.com
or contact our regional offices:

San Jose, USA

2025 Gateway Place, Suite 180 San Jose, CA 95110, USA
Toll Free: 1 888 FINJAN 8 (1 888 346 5268)

Tel: +1 408 452 9700 Fax: +1 408 452 9701

New York, USA

420 Lexington Avenue, 24th Floor, Suite 2400,
New York, NY 10017, USA

Toll Free: 1 888 FINJAN 8 (1 888 346 5268)
Tel: +1 408 452 9700 Fax: +1 408 452 9701

Small & Medium-5ized Mid-Range Enterprise

Finjan's Family of Next Generation Internet Security Solutions

for Businesses of All Sizes

Large Enterprise

Solutions Solutions

United Kingdom
4th Floor, Westmead House, Westmead
Farnborough, GU14 7LP, UK

Tel: +44 (0)1252 511118 Fax: +44 (0)1252 510888

Germany
Haidgraben 2, 85521 Ottobrunn, Munich, Germany
Tel: +49 (0)89 673 5970 Fax: +49 (0)89 673 597 50

Asia Pacific
2 Karikal Lane, Singapore 427086
Tel: +65 67415289 Fax: +65 68421327

Israel

Hamachshev St. 1, New Industrial Area, Netanya,
42504, Israel

Tel: +972 (0)9 864 8200 Fax: +972 (0)9 865 9441
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